How to Modify a Norton Firewall

First, load the Norton application and go to Status & Settings. Next, click on the Personal Firewall.

Once it is highlighted, click on Configure:
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In the new window, choose the Advanced tab and then click on the General button:
() Norton Internet Security }_J

Networking | Locations < Advanced >
n ]

Configure how the Firewall handles specific types of Intemet trafic. Most users will
not need to change any of these settings

Firewall | Programs

Advanced Firewall

The Fuwewall uses a set of rules to control how it protects your computer. The firewall
automatically compares all incoming and outgoing data against these rules and either
blocks or permits the information

General rules provide basic network functionality and protect your computer from
known Intermet nsks  These rules apply to all Intemet programs

&

Trojan horse rules protect against malicious applications that allow inappropriate
access to your computer




Click on the Add button in General Rules:
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Settings for: | Home (Active) =

These rules determine how the firewall handles incoming and oulgoing connections. Rules
that appear earier in the hist ovemde later rules

| Description |

Default Inbound ICMP =
W ﬂi—& Permit Direction: Inbound, Camputer Amy. Adapter: Any. :[
Communications: Specfic. Protacol: ICMP

Detault Outbound ICMP
= ﬂ-‘% Permit Direction: Outbound, Computer Any, Adapter, Any,
Communications: Any. Profocal: ICMP

Detault Inbound DNS
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Select the Permit radio button and then click Next
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Add Rule

Dgsouignt to block, permit, or monitor @ new connection?

C

BteeRT Uo not allow connections that match this rule

connections that match this rule

" Monitor: Log connections that match this rule. This lets you monitor the number
of times this rule is used

'
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In the Add Rule section, select the radio button for ‘Connections to and from other computers’
and then click Next:

(E)Add Rule %]

Add Rule

More Info

What type of connection do you want to permit?

" Connections to other computers
Type of connection made by most Internet-enabled applications. Also called
outhound connections.

i~ Connections from other computers
Type of connection typical of a server application such as a Web server or FTP
server. Also called inbound connections.

<’ Eunnectinns to and from other computers >
Some applications UtiliZze both types of connections (inbound and outbound).
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Select ‘Any computer’

X

Add Rule

More Info

What computers or sites do you want to permit?

[
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Click Adapters to limit communications to specific network adapters. This is
necessary only if you have more than one network adapter in your computer.

Adapters




Select TCP as the connection type and ‘Only the types of communication or ports listed below’.
Click the add button:
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Add Rule

More Info
What protocaols do you want to permit?

" TCP and UDP
CICMP

What types of communication, or ports, do you want to permit?

Al types of cosa Lood .\ﬂ' pes dasaland o te
& Qnly the types of communication or ports listed below
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Choose ‘Individually specified ports’ and ‘Local’. Depending upon the platform you are using, add
the appropriate ports:

Port Numbers

Java Platform HTML Platform
1999 900
3020 3020
1000 1000
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Specify Ports
Mere Info
Filter by: Locality:
" Known ports from list & Local
@ Indimvidually specified ports " Remote
" Port range

Enter port number or numbers. To enter multiple port numbers, use a
space between each entry.

1000 1999 2020

0K Cancel

Click Next at the following screen:
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Add Rule

More Info

What protocols do you want to permit?

@ TCP

€ UDP

€ TCP and UDP
€ ICMP

What types of communication, or ports, do you want to permit?
" All types of communication (all parts, local and remate)

 Only the types of communication or ports listed below

local port 8080
local port 5800
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Click Next at the following screen as well:

Add Rule

X

More Info

You can choose to be notified when a connection matches this rule.
When a connection matches a rule:

Only Log event after it occurs 1 times

™ Create an event log entry
[ Motify me with a Security Alert
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Give the rule a descriptive name such as ForexTrader, and then click Next

(Z) Add Rule

Add Rule
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More Info

What do you want to call this rule?
This description appears in the Rule Summary list to help you identify this rule.

| ForexTrader

In which category does this rule belong?
Select the category that best describes the rule for which you've configured Internet

access. Parental Control uses these categories to determine which applications and

types of communication your children can use online.

General

Instant Messaging

Internet Advertising J
Networked Games
Newsreaders LI
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Click the ‘Check All' button and then click Next

Add Rule

X|

Which locations should this rule be applied to?
This rule can be applied to multiple locations.

I~ Default ;I
Ird Home (Actiwve)
I~ Office
v Away
=
Check Al H Uncheck Al l

More Info
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Click the Finish button to complete modifying the Norton firewall

Add Rule

You have created the following rule to permit Internet communications for your
computer:

Description: DCServer Rule

Action: Permit

Direction: Inbound

Computer: Any

Adapter: Any

Communications: Specific

Protocol: TCP

Locations:Default, Home, Office, Away
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Restart the computer.




